


OPEN SOURCE?

Apple is generally classified as a closed-source company; however, many pieces of code are open-source: 
https://opensource.apple.com.

There are private and public frameworks, where private are closed-source and designed to be used only by 
Apple themselves. Public frameworks are closed-source as well, but they are documented.

For most developers, public frameworks provide well-designed APIs and functionalities that derive stability and 
get constant support from Apple.

But what if we want to use private frameworks as well?

We may also want to search for security vulnerabilities and apply for a bounty: 
https://developer.apple.com/security-bounty/.

https://opensource.apple.com/
https://developer.apple.com/security-bounty/


DYLD SHARED CACHE

“When Apple builds *OS we 
take all the commonly-used 
dynamic libraries and pre-
link them together into a 
single shared file.” – most 

apple frameworks reside in 
the dyld shared cache file.

The problem arises - we 
can’t recover the source 

code, headers, exports, etc.

What can we do? Let’s 
extract the dyld shared 

cache and begin to reverse 
engineer target libraries!



HTTPS://GITHUB.COM/KEITH/
DYLD-SHARED-CACHE-

EXTRACTOR

https://github.com/keith/dyld-shared-cache-extractor
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• HTTPS://GITHUB.COM/INOAHDEV/TBD

https://github.com/inoahdev/tbd
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We now know how to 
utilize C/Objective-C 
functions, but what if 

we want to use a 
class?

Objective-C runtime 
& messaging comes 

to our aid!

We will also explore how to utilize Objective-C runtime, 
eliminating the need for the Objective-C class/method declarations!















• HTTPS://DEVELOPER.APPLE.COM/FORUMS/THREAD/692383
• HTTPS://BINARY.NINJA

• HTTPS://GITHUB.COM/KEITH/DYLD-SHARED-CACHE-EXTRACTOR

• HTTPS://GITHUB.COM/INOAHDEV/TBD

• HTTP://NEWOSXBOOK.COM/INDEX.PHP

• HTTPS://OPENSOURCE.APPLE.COM

• HTTPS://DEVELOPER.APPLE.COM/SECURITY-BOUNTY/

• HTTPS://WOJCIECHREGULA.BLOG/POST/PLAY-THE-MUSIC-AND-BYPASS-TCC-AKA-CVE-2020-29621/

https://developer.apple.com/forums/thread/692383
https://binary.ninja/
https://github.com/keith/dyld-shared-cache-extractor
https://github.com/inoahdev/tbd
http://newosxbook.com/index.php
https://opensource.apple.com/
https://developer.apple.com/security-bounty/
https://wojciechregula.blog/post/play-the-music-and-bypass-tcc-aka-cve-2020-29621/

